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GENERAL TERMS AND CONDITIONS FOR ALL SERVICES

Definitions

Inthese Terms and Conditions, the following words shall, unless the context otherwise requires,
have the following meanings:

“Approved Scanning Vendors”: Organisations certified by the Council to ensure adherence

to the requirements of the Council by performing vulnerability scans of internet-facing
environments of merchants and service providers.

“Authorization”: The process by which a transaction is approved, guaranteed, referred or
declined by the Bank and the provision of refund, amendment, and settlement.
“Authorization Center”: The center specified by the Bank for the Authorization of Transactions.
“Authorized Person”: An employee of the Merchant authorized by the Merchant to operate a
POS Terminal in a Card Transaction or to access any software relating to the

e-Payment Gateway for acceptance of an E-Transaction for the purpose of information,
modification, data input, or data extraction.

“BNPL Program”: Buy Now, Pay Later Installment Program.

“Card”: A valid payment card, being either a credit card, a charge card, or a debit card, which
shall be accepted as payment for goods and services.

“Card Absent Environment”: An environment where a transaction is completed by a Merchant
under both of the following conditions: (i) the Cardholder is not present; and (ii) the Card is not
presented to the Merchant.

“Card Scheme”: Diners Club International and/or Discover Card and/or JCB and/or MasterCard
and/or NAPS and/or VISA and/or UnionPay International, as the case may be.

“Card Transaction”: A bona fide transaction between the Merchant and the Cardholder where a
Card is used for payment of goods and services.

“Cardholder”: A principal cardholder or a supplementary cardholder who has beenissued a
Card and whose name is embossed on the Card, or an accountholder who holds a valid account
through which payment can be authorized through the CB Pay for Merchant App.

“CB Pay for Merchant App”: The mobile application offering the mobile banking service
provided by the Bank pursuant to which the Merchant may execute a transaction through CB
PayLink, QR Code, CB VPOS, QMP system, or any other technology solution provided by the
Bank.

“CB PayLink”: The payment option available in the CB Pay for Merchant App, whereby
customers can pay for goods or services purchased from a merchant in a Card Absent
Environment.

“CB VPOS” means the mobile banking solution provided by the Bank through the CB Pay for
Merchant App or other technology solution where the Merchant can use their Android device
to execute an e-transaction through a contactless-enabled Card, a mobile device, or any other
technology solution approved by the Bank and the Merchant.

“Council”: The Payment Card Industry and Data Security Standards Council or any replacement
body.

“Credit Voucher/Card Refund”: Any refund given in respect of a Card Transaction for credit to
the Cardholder’s account.

“E-Payment Gateway”: A system that provides electronic commerce services to merchants for
the Authorization and settlement of E-Transactions.

“E-Transaction”: A bona fide electronic transaction between the Merchant and Cardholder in
which a Card is used for payment of goods and services over the internet or refunds, or other
money adjustments.

“Equipment”: POS Terminals, Pin Pads, SIM cards, and all related accessories, connections and
peripherals provided by the Bank for installation.

“Floor Limit”: The total value of a single sales transaction that the Merchant may accept froma
Cardholder on any occasion without obtaining specific Authorization from the Bank.

“High Risk Merchants”: Merchants who process transactions over a certain volume (such
volume and other criteria as determined from time to time by Visa, MasterCard, Amex, JCB,
Discover, Diners Club International, QCB, and UnionPay International).

“Merchant Account”: An account of the Merchant maintained with the Bank, which shall record
all transactions advised by the Merchant through a POS Terminal or otherwise.

“Merchant Statement”: A statement from the Merchant Account.

“Normal Working Hours”: On any working day, such hours as the Merchant is normally open for

business.
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“Operating Manual”: A manual, including any amendments thereto, provided by the Bank,

containing operating procedures for the Authorization of Card Transactions on a POS Terminal.

“Pin Pad”: A device that enables the Cardholder to enter a PIN on a POS Terminal or an App.

“POS Terminal”: An electronic point-of-sale terminal provided by the Bank to the Merchant,
whereby a card is swiped to obtain Authorization.

“QCB”: Qatar Central Bank.

“QMP”: Qatar Mobile Payment system.

“QR Code”: A quick response code which may be read by an App or by a cardholder’s device.

“Qualified Security Assessors”: Companies certified by the Council to ensure a merchant’s

adherence to the requirements of the Council.

“Sales Draft”: A draft record of sale properly completed and used for the purpose of recording

asale by the Merchant to a Cardholder in the event that the Merchant is unable to use a POS

Terminal for transacting such sales, in the form provided by the Bank.

“Sales Record”: A record of sale containing full information of a transaction, either received

electronically or printed on a POS roll from a POS Terminal supplied by or approved by the Bank.

“Services”: One or more of the following services provided by the Bank under these Terms and

Conditions:

(i)  POSServices, as further detailed in Clause 2 of these Terms and Conditions.

(i) Buy Now, Pay Later Installment Program, as further detailed in Clause 3 of these Terms and
Conditions.

(iii)

(iv)

(v) Dynamic Currency Conversion Services, as further detailed in Clause 6 of these Terms and

E-Commerce Services, as further detailed in Clause 4 of these Terms and Conditions .

App Services, as further detailed in Clause 5 of these Terms and Conditions.

Conditions.

“SSL”: A secure socket layer, a method of encrypting data as a form of security.

“Transaction”: A Card Transaction or an E-Commerce Transaction, as the case may be.

“Working Day”: A day that banks are open for business in Qatar, excluding Fridays and

Saturdays.

Interpretation

(a) Theheadings inthese Terms and Conditions are for convenience only and shall not affect
the interpretation of any provision of these Terms and Conditions. If the expression
“Merchant” comprises more than one person, the liability of such persons under these
Terms and Conditions shall be joint and several.

(b) The singular includes the plural, the masculine includes the feminine, and persons should

include corporate bodies and vice versa.

(c) The Annexures attached to these Terms and Conditions constitute an integral part of these
Terms and Conditions and shall be read and construed accordingly.

General Provisions

(a) These Terms and Conditions shall regulate the provision of all Services provided by

the Bank to the Merchant and shall apply to all transactions involving payment by the

Merchant’s customers in which a Card is used.

These Terms and Conditions shall become effective on the date indicated above and shall

remain in effect unless terminated in accordance with Clause 1.11 (Term and Termination)

below or as otherwise provided herein.

(c) Incase of discrepancy between the general terms and conditions set out in Clause 1 of
these Terms and Conditions and the specific conditions and specific terms for each of the
Services set out in Clauses 2 to 6 of these Terms and Conditions, the latter shall prevail.

Merchant Obligations

(a) The Merchant shall adequately display any advertising or promotional materials provided
or required by the Bank or any card scheme.

(b) The Merchant has the right to use or display the proprietary names and symbols

associated with Cards only while these Terms and Conditions is in effect, or until the

Merchant has been notified by the Bank or a card scheme to cease such usage.

(c) The Merchant shall comply with all applicable Card Scheme rules and regulations

concerning the use of service marks and copyrights owned by a Card Scheme. Use of

promotional materials and marks shall be limited to informing the public that certain Cards
will be accepted at the Merchant’s place of business.

In the event of any change of proprietor or constitution of the Merchant and/or the nature

of the Merchant’s business, the Merchant undertakes to advise the Bank immediately,

giving full details of the new or re-constituted Merchant or the new nature of business.

(e) The Merchant shall, upon the Bank’s request, immediately take action to fully adhere to any
instructions or guidelines issued by QCB or any regulatory body in the State of Qatar.

(f)  The Merchant undertakes to perform its obligations under these Terms and Conditions in

compliance with applicable laws and regulations.

(g) The Merchant must comply with the applicable sections of the Visa Rules, including
sections regarding use of the Visa-owned marks, Visa acceptance, risk management,
transaction processing, and any Visa products, programs, or services in which the
Merchant is required to, or chooses to, participate.

(h) The Merchant is responsible for its employees’ actions.

(i)  The Merchant shall not use any materials referring to the Bank or any other name, brand

mark, or design associated with the Cards without prior written approval from the Bank.
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(p)

(r)

The Merchant, if undergoing a forensic investigation at the request of a Card Scheme or the

Bank, must fully cooperate with the investigation until completed.

For Visa Transactions, the Merchant agrees to abide by the prohibitions set out in Annexure

(In) of these Terms and Conditions.

For Mastercard Transactions, the Merchant agrees to comply with Mastercard’s Data
Processing Terms as set out in Annexure (IV).

The Merchant shall not use the services in connection with any of the following businesses
and activities or prohibited business activities that are otherwise notified to the Merchant

by the Bank by email or by posting a notice on the Bank’s website:

i Illegal Activities. The sale of any good or service that violates any applicable law,
regulation, or public policies of the State of Qatar or the QCB.

ii.  Certain Adult Oriented Products and Services. exploitation of minors (in all media
types such as the Internet, phone, and printed materials). The distribution, access
to, or storage of materials depicting coercive acts or inappropriate content involving

animals is strictly forbidden.

ii.  Illegal Drugs. The sale of illegal pharmaceuticals, illegal drugs, or drug paraphernalia.

iv.  Counterfeit Goods. The sale or marketing of any counterfeit goods.

v.  Gambling Businesses. lllegal online gambling, lotteries (including the sale of lottery
tickets), games of chance (including sweepstakes and raffles), sports forecasting, or
odds-making.

vi. Money-Making (“Get Rich”) Businesses. Including information guides, warranty fees,
mortgage reduction services, and any product or service where a prize is guaranteed,

marketing media is unavailable, premiums/incentives are offered, promises of future

guaranteed results are made, or any rebate or reward program.

vii. Tobacco Products. Any activity violating applicable laws or industry regulations
regarding the sale of tobacco products.

viii. Card-Absent Transactions from types of businesses:

Drugs, Drug Proprietaries, Druggist Sundries.

Drug Stores, Pharmacies.

Direct Marketing—Travel-Related Arrangement Services.

Direct Marketing—Outbound Telemarketing Merchants.

Direct Marketing— Inbound Telemarketing Merchants.

Cigar Stores and Stands.

Dating and Escort Services.

Soe ™m0 a0 oo

Betting, including Lottery Tickets, Casino Gaming Chips, Off-Track Betting, and

Wagers at Racetracks.

i.  Computer Network/Information Services for the sale of access to cyber lockers
or remote digital file-sharing services.

J- Digital Goods—Games for transactions involving skilled game wagering (e.g.,
daily fantasy sports).

k. Non-Financial Institutions - Foreign Currency, Non-Fiat Currency (e.g.,
Cryptocurrency), Money Orders (excluding Money Transfers), Travelers
Cheques, and Debt Repayment), for the sale of cryptocurrencies.

The Merchant shall periodically refer to www.cbq.qa for up-to-date terms and conditions

relating to the Services.

The Merchant shall retain and preserve the Sales Record for a period of eighteen months

from the date of the transaction and submit the same to the Bank upon request.

In the event of a chargeback, the Merchant agrees to the below:

i For POS Services: Respond to the Bank’s chargeback team within three (3) working
days by providing the requested artefacts such as invoice (bill) copy and Sales Record
copy, etc.

ii.  Fore-Commerce Services: Respond to the Bank’s chargeback team within three (3)
working days by providing the requested artefacts such as invoice (bill) copy, Sales
Record copy, and proof of delivery of services, etc.

The Merchant shall present for payment to the Bank all Sales Drafts or Sales Records within

twenty-four (24) hours from the date of a Transaction, failing which the Bank may, inits

absolute discretion, charge for such transactions a certain percentage of the transaction
value (as set out in Annexure (I) and as amended by the Bank from time to time) in addition
to the agreed merchant commission.

The Merchant shall, in writing, advise the Bank and its authorized representative of any

changes in the Merchant’s information relating, but not limited to, the following:

i. Ownership/partnership.

ii. Commercial/legal name.

iii. Contact information.

iv. Location/physical address information.

The Merchant shall ensure that all KYC information maintained with the Bank is up to date

and that all requested documents are provided well within the allowed response time.
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1.5 Compliance with Data Security Standards

(a)

The Merchant shall comply with the Payment Card Industry Data Security Standards (“PCI
DSS”) as provided to the Merchant by the Bank and applicable security requirements

of the applicable Card Scheme, including but not limited to: (i) nonretention of card
authentication information (Track 2, CVV, PIN and PIN Block), and (ii) avoidance of storage
of Card information (including, name, expiry date etc.) in electronic or paper form (such
information may be stored in encrypted form subject to notification being provided to

the Bank). The Merchant is not allowed to swipe a Cardholder’s card and store the card’s
sensitive data on any other device other than the POS Terminal as mandated by QCB.

The Merchant shall carry out quarterly vulnerability scans as prescribed by the Council
through Approved Scanning Vendors and shall send scan reports to the Bank within
fourteen (14) calendar days of completion. In accordance with regulations issued by Amex,
Diners Club International, Discover, JCB, MasterCard, UnionPay International and Visa,
High Risk Merchants carrying out transactions above limits and volumes determined by
the Council must have in place the controls prescribed by the Council and be subject to an
external audit undertaken by a Qualified Security Assessor .

The Bank shall issue periodic notifications to the Merchant informing the Merchant of PCI
DSS requirements, including any amendments made thereto from time to time.

The Merchant shall comply with the revised or updated PCI DSS requirements after being
notified thereof by the Bank.

The Bank may impose penalties on the Merchant in the event of breach of PCI DSS
requirements.

The Merchant shall notify the Bank of its use of any service provider that will have access to
Cardholder data. If the Merchant uses, or intends to use, a service provider, it shall:

i.  Validate that the service providers are certified as compliant with the PCI DSS or a
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similarly established data security standard.
ii.  Provide the Bank with information on any service providers the Merchant uses or

intends to use.
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The Bank may withhold payment to the Merchant in connection with a transaction, or, having
given credit for the transaction, may charge back the amount to the Merchant Account, in any of

the following circumstances:

i.  Authorization for a Transaction is not obtained in accordance with the terms set out in ¢ plaoVIg bgpidl 03 .6 lalle Jogaigll by u:ub dlolegll ¢clpy Jugaill Lle Jgnall pac (1)

these Terms and Conditions.

ii. Transaction datais issued or presented in breach of these Terms and Conditions (which Oloule] l;i Jodiu ly) pl8s3Ig bgpivl ohal dallag diphy dlgleo)l Ul jlanl /(o db Lo (2)
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time to time),
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iii. The Merchant fails to produce to the Bank within three (3) calendar days of requesting any
Transaction information required, including, for example, the evidence of the Cardholder’s
authority to accept the Transaction. The signature on a Sales Draft or Sales Record is not
reasonably similar to the signature panel of the Card, or is a forged signature.
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iv.  The Sales Draft or Sales Record is illegible.
V. The Merchant Account is credited more than once for the same transaction, or the

Merchant has split a single sales transaction for the purposes of Authorization.

vi. The Merchant has processed a fictitious transaction or has otherwise defrauded or
attempted to defraud the Bank or the Cardholder.

vii. The transaction evidenced by the Sales Draft or Sales Record is, for any reason, illegal, null, (i @guig pc gi &ty gi digili pé Gleugl Jaw /il coge didioll dslayl Oalgleg Cuils 13] (7)

orinvalid. Ol o cuw
viii. The Merchant does not comply with the rules or regulations of the applicable Card Scheme gl (ilgi] (g wpeg gaall OBl jlap] a5 LIl Ol gl ajlg gl aclgiy plil pljll pac (8)
governing the issue of the payment cards or any other law(s) or regulation(s) in force. a Jgoeol 2ilgll

ix.  Any other reasonable cause not listed above as determined by the Bank acting in good L (o elidl oy lo) Lu.ug el laule (il gy gl Lg}ji dgieg \TIL!.LLIi Gi gi (9)

faith.
1.7 Merchant Commission plldgec 17

(a) The merchant commission agreed to be paid by the Merchant to the Bank will be based Sileugll Jaw gi gul Jul dg.d Jloal (Jo dugio drwiy plil (o elid diniwgll dggell |_I.LLLI.'L’I (i)

on the percentage set out in Annexure (1), as may be amended at the sole discretion of the
Bank from time to time, of the total value of the Sales Draft or Sales Record.

The merchant commission shall not include any present or future taxes or fees levied by
any government entity or any third party for Card payments during the duration of these
Terms and Conditions . Should additional taxes or fees be levied by any government entity
or any third party, then the Bank is entitled to amend the merchant commission to cover

such taxes and fees.

Confidentiality

(a)

(b)

These Terms and Conditions shall be treated as strictly confidential. Neither Party shall use
any information relating to these Terms and Conditions for any purpose other than as is

necessary to performits obligations under these Terms and Conditions

The terms and conditions and all the information and materials provided or exposed to
either Party during the performance of the services under these Terms and Conditions
or at any other time, including but not limited to the Cardholder’s information, shall be
deemed to be confidential information (the “Confidential Information”). Each Party shall
and will ensure that its agents, officers, and employees shall keep all such information
strictly confidential. Confidential Information may only be disclosed to personnel strictly
ona ‘need to know’ basis. Each Party will be legally responsible for all information in

its possession or under its control and shall be liable for any negligence or misuse of
Confidential Information.

0p2i1 Lidg welit) jgug . plaailg byl 03a (o (1) Galoll LB 822000 dwill Gog wlidg
PV Qg (o duwill 0da (paei (glholl

ole QU b @l gi 09 Ga (6l eyl iliiiig gi @b pgw) gl il @i Wl Elgoc (o v (L)

4095 823 6l (s Jb 69 . pEVIG bgpivl 03a Jupw 610 Jigh DlBlaYL sl Cnlgleg
Ja loy pll le d3gjag)l goell drwi el «lil @ &ol] Wgw) gi il LUl yb gi
-0gwlg Ul el Gihol

LT
Ologleg @i plaiiul b 6 jga Vg daolisig Lagis Joly Epw plavllg bgpivl 0da yiied (i)

. plEoiIg hgj.ﬂﬂlujagbla:!.l.chgn.luJ' | diloljil Auaiil pjall jadlu VI lay (Gleii

Ui (ubyhll g0 G laic A 1dSl g3 LUl gi doaiig)l olgoallg Glogleall 21039 pLSaulg bgpiul i (<)

¥ gl Juw Gle - U3 b Loy 31 ibg 6l 6 g1 pL5oYIg bgpiul 03 £95g0 Dlgad ¢l
Bl Gy S pfilg («igpull Ologleglh) i Clogleg el @dliayl Job Clogleg -yl
alnsyl jgay Vg .l arabgog algguuog aivlsg pljil Jlong «Sloglegl odal dlglall &l lc
b JS Joaly o5 laile gulbyl galoe doub ALE (il pLBW cgw il Sloglegl] (e
Wgguuo Joab oS aiprw Cuai LUl gi aijg il Ologleol 109 e oLl aigilil dwgg gl
-yl loglegll plaiwl cguw gl Jloal i



(c) Confidential Information shall include, but not be limited to:
i Cardholder information.
ii.  Information and materials concerning the commercial dealings of the Parties.
iii. Information and materials relating to hardware and software systems, technology,
intellectual property, methodology and development of the Parties.
iv.  Information and materials relating to customers of the Parties.

(d) Neither Party shall disclose, distribute, or circulate any Confidential Information to any
third party without the prior written consent of the other Party, unless required to do so by
law, regulation, or court order.

(e) The Parties shall take all reasonable care and diligence in considering the type and
confidentiality of information and will safeguard the Confidential Information and
prevent its unnecessary or negligent disclosure. The standard of care for protecting
the Confidential Information shall be the degree of care each Party would be expected
to use to protect the disclosure, publication, or dissemination of its own proprietary or

confidential information of a similar nature and importance.

=

Each Party shall, on the expiry or termination of these Terms and Conditions, return to the
other party any Confidential Information in its possession or control, no copies of which
shall be retained by the Party unless to the extent prescribed by law. The return of the
Confidential Information shall not release either Party from their respective obligations as
set out above.

Indemnity and Liability

(a) The Merchant agrees to indemnify the Bank, the applicable Card Scheme and any other
Card sponsor against any and all claims, demands, losses, damages, liabilities, actions,
costs, judgments, arbitral awards and expenses (including reasonable attorneys’ fees), to
which the Bank, Card Scheme, and such other Card sponsor may be subject to, arising in
whole or in part from the Services, any transaction involving Merchant, any act or omission
of Merchant in connection with any such transaction, use of any third-party vendor, any
breach of these Terms and Conditionsby Merchant, or the Merchant’s or any third-party
vendor’s violation of applicable laws or Card Scheme operating regulations, or any return
of goods, price adjustment or other dispute with or claim by a Cardholder with Merchant
(whether or not such Cardholder’s claim is valid), including, but not limited to, claims or
losses of any Cardholder or any third party.

(b) Without limiting the generality of the foregoing, Merchant agrees to be solely responsible
for its actions in honouring or refusing to honour Cards, including without limitation any
failure to adequately provide required or recommended disclosures or notifications, or
processing Cards in accordance with the operating procedures of the applicable Card
Scheme; and Merchant will indemnify, defend, and hold the Bank, applicable Card Scheme,
or other Card sponsor harmless from any claim, loss or liability arising from any injury to
persons, property or reputation which occurs as a result thereof.

(c) The Merchant hereby undertakes to indemnify and hold the Bank harmless from and
against all claims, liabilities, losses, damages, costs and expenses incurred or suffered
by the Bank as a result of the Bank entering into or performing any of its obligations
in connection with the Services, including without limitation, the charge back of any
Transactions by the issuing bank for whatever reason.

(d) The Merchant shall be solely liable for and shall indemnify and hold the Bank harmless
against damage arising from any and all acts or omissions of any of the Merchant’s officers,
agents, or employees, whether deliberate or through negligence or misconduct.

(e) The Merchant shall bear any other costs directly or indirectly incurred by the Bank for
providing special and additional services to the Merchant other than the Services provided
under these Terms and Conditions .

(f)  The Bank will provide the Merchant with Merchant Statements via e-mail or fax as
advised by the Bank and as recorded in the Bank’s systems. If the Merchant requests
paper statements or additional documentation, then the Bank has the right to charge an
appropriate fee for such a service.

(g) The Bank has no responsibility for the quality of the goods or services provided by the
Merchant.

(h) The Bank shall have no liability for the failure by any third party contracted by the
Merchant to deliver and maintain services pertaining to entering into this of the Terms and
Conditions and the provision of the Services.

(i)  TheBank shall not be liable for any failure in processing or refunding amounts pursuant to
the Services to be provided hereunder if such failure is due to a technical fault, provided
that such fault shall be remedied as soon as it is reasonable and practical.

(j)  The Merchant shall be responsible for any arbitration fees imposed by a Card Scheme if a
chargeback is further elevated (re-presented) to such card scheme.

(k) The Merchant shall be liable for any financial loss, expense or cost in all cases where a
chargeback is raised on account of late electronic submission of Sales Records through
POS and e-commerce channels.

()  The Merchant shall be liable for any reimbursement or charge payable to the Bank under

Clause 1.6 (Disputes and Chargebacks) which is directly attributable to the Merchant’s

negligence, fraud or misconduct as follows:

i. During the term of these Terms and Conditions

ii. Fora period of six months after the termination of these Terms and Conditions.

iii. For a period of eighteen months from the date of an E-Transaction.
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1.10 Financing Requirements

(a)

(c)

z e

Inthe event that the Merchant wishes to borrow or incur any indebtedness or financing
(including but not limited to any loan, letter of credit, contract financing or trade financing
facility) (a “Financing”) at any time during the term of these Terms and Conditions, the
Merchant must first offer the Bank the opportunity to provide the Financing.

If (i) the Bank fails to provide a proposal for the Financing within ten (10) Working Days, or
(ii) the terms of the proposal, after good faith negotiations, are not accepted or approved,
then the Merchant may obtain an offer to provide the Financing (an “Offer”) from third-
party lenders. The Merchant shall notify the Bank of all material terms of the Offer.

The Bank shall have the right to choose the first option within ten (10) Working Days from
notification of the Offer to elect to provide the Financing to the Merchant on the same (or
as similar as reasonably possible) terms and conditions stated in the Offer. Should the Bank
not respond with a counteroffer within ten (10) Working Days, the Merchant may obtain the
Financing from a third-party lender on terms and conditions no more favorable than the
terms in the Offer.

For the avoidance of doubt, the Bank shall not be obliged to provide the Financing.

The Merchant acknowledges, agrees, and understands that in the event of breach by the
Merchant of the provisions of this Clause, the Bank shall be entitled to claim compensation

from the Merchant for all damages suffered by the Bank.

111 Termand Termination

(a)

(b)

(c)
(d)

These Terms and Conditions are an exclusive agreement and shall continue unless

terminated by either party by giving sixty (60) calendar days’ prior written notice.

These Terms and Conditions may be terminated by the Bank immediately, without notice,

in the following events:

i For any activity of the Merchant that may create harm or loss to the gooduwill of the
payment system of a card scheme.

ii.  The Merchant Account with the Bank is closed.

iii.  Bankruptcy, dissolution, liquidation, and/or any other corporate action or legal
proceeding is taken against the Merchant.

iv.  Engagement by the Merchant in any activity that is deemed by the Bank to create a
reputational risk to the Bank.

v.  The Merchant is in material breach of any applicable law, rule, or regulation, including
but not limited to applicable sanctions, which impacts these Terms and Conditions in
any way as determined by the Bank acting iniits sole discretion.

vi. Change inthe Merchant’s place of business.

vii. Inthe case of death or incapacity, where the Merchant is an individual.

viii. Non-payment of any monies due to the Bank under these Terms and Conditions .

ix.  Breach of any provision of these Terms and Conditions or of any agreement which is
expressed to be supplemental to these Terms and Conditions.

X.  Providing the Bank with false information.

Visa shall have the right to limit or terminate these Terms and Conditions.

Upon expiry or termination of these Terms and Conditions for any reason, the Merchant

shall immediately:

i Cease use of all Equipment or software provided by the Bank, including, where
appropriate, the POS Terminal.

ii. Returnthe POS Terminal(s) to the Bank in the same good operating order, repair
condition, and appearance as when received by the Merchant with the exception of
normal wear and tear.

iii. Ceaseuse ordisplay of any and all marks, images, or other materials associated with
aCard or card scheme.

iv.  Payallamounts due to the Bank and compensate the Bank for any losses or damage
sustained by it as a result of any breach on the part of the Merchant.

v.  Returnthe Operating Manual and all other documents provided or produced by the
Bank in connection with these Terms and Conditions.

vi. Provide the Bank with all Sales Drafts and Sales Records requested.

112 Title and Intellectual Property

(a)

Any Equipment, software programs, manuals and/or other related documents provided
to the Merchant by the Bank in connection with these Terms and Conditions shall remain
the property of the Bank at all times and shall be returned to the Bank on request. The
Merchant may not charge, pledge, encumber, sell, transfer, or otherwise dispose of any
such equipment, software programs, manuals, or other related documents, in original or
copy form.

Any patented or patentable or other like protected or protectable invention, process,
discovery, technique, know how, or method belonging to and used by the Bank for the
benefit of the Merchant in connection with these Terms and Conditionsand/or made or
developed by the Bank during the course of providing the Services hereunder shall be and

remain the property of the Bank.

113 Force Majeure

(a)

Neither Party shall be liable for any failure or delay in the performance of its obligations
under these Terms and Conditions to the extent such failure or delay is due to any cause or
circumstance which is beyond its reasonable control including, but not limited to or caused
by natural calamities (acts of God), serious industrial disputes, strikes, lockouts, fires,
explosions, breakdown of machinery or equipment, shipwrecks, civil war, terrorism, act of
the public enemy, wars, riots, interference by military authorities or compliance with the

laws, directives or orders of any government authority (each, a “Force Majeure Event”).
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(b) Upon the occurrence of a Force Majeure Event, the non-performing party shall (i) notify G213 ggigr Pl Wkl sl (1) jpaill Wil Lle coy bl dgil Sl o bao ggig Jb L6 (w)

the other party of the occurrence of the Force Majeure Event within twenty-four (24) Sloljuyl ghal Jo Wyl 13m ) (2)g .acgig (jo dclw (24) (e g o1)i Juld dym il dgill
hours of the occurrence of the Force Majeure Event; and (i) be excused from any further Wkl 138 Jolgy i by ol 132 joiwl Wi (slawl Olgljil glifiwl) &l sgall 6)iligh
performance of the affected obligation(s) (other than payment obligations) for so long as 50 ()9 (J0s o gl ¢1oYl wlifiwy 0123 g)lad Ju

such circumstances prevail, provided that such party continues to attempt to recommence

performance to the greatest extent possible without delay.

1.14 Notices Oljleabyl
Any notice or other communication to be delivered by either Party pursuant to these Terms bgpill 032 Ciogo) )b lgi 15 (0 )l wglhg i Calwlje gi Oiljledi] lg;i U9 Ol ey
and Conditions shall be in writing, in English language and may be communicated by e-mail, Wl J2well ;g Al gl uii gi S9SNy @)l J50)g . @julaiyl dellug dihs plaoiig
by hand, or by registered post to the recipient’s address. Any notice sent by post shall (in the 0 Hierws (gl paliwyl Lle Ol 3gag pac o) wpll Jwp jleb] ¢V duwillg . aliwgll Jlgic
absence of evidence of earlier receipt) be deemed to have been received ten (10) calendar days " .JLwjyl )G (jo pUi (10) u;.u.Lc 1950 22 aligl a9>
after dispatch.

If for the Bank: Attn: Head of Cards Olhayl awd gu) alic :elivl QI Jwpo J5 15!

Commercial Bank Plaza ljsb gl clivl

P.0.Box 3232, Doha-Qatar Had -d>gaI3232 Q. p

If for the Merchant: Wl G Jwpo JB 151

Attn: :dlic

Address: :Jlgiell

P.0. Box: , Doha-Qatar s -dagall P

115 Language asl)
These Terms and Conditions have been executed in English and Arabic. In the event of any Gl Junill Ju Ja)lei 2929 @b 69 .ajulaivig dujell (rielly plEsilg bgpivl 0o ppi i
discrepancy between the English and Arabic versions, the Arabic version shall prevail. Ul aily J.l.oj «Gilaiylg

116 Miscellaneous dcgiig pL‘ui
(a) These Terms and Conditions constitute the entire agreement between the Parties and 01533Ig bgpivl 032 lop @ loail okl jiug okl (Ju Joldl Gyl disgl oaa Jaids (1)

both Parties acknowledge that they have not entered into these Terms and Conditions in bgpill 032 Goayl Jlisg gi U920 92 lg lac oAl lgaig Lgl a9ld (pjc gi Jw Lgl S 15Liwl
reliance wholly or partly on any statement or representation made to any of them by the . plEoyIg
other except as contained or referred to herein.

(b) The Bank may, from time to time, amend the Terms and Conditions and any supplemental Juw)l @b e Y Qig (o aulipss sl L;i gl pl5oUIg bgpivl 03 bgpib Jaed clill G (u)
agreement by sending a revised agreement to the Merchant. The revised agreement UgiSe lé|ﬁ.:| clivl @liy gl 151 Jgeagll djlw qu.uJI p5o3Ig bgpill aunig ol @aeg dwi
shall become effective if the Bank has not received a written objection thereto from the Juwpl 236 (o0 logy (30) sl Jals jalil o
Merchant within thirty (30) calendar days from the sending date.

(c) TheBank has the right to request an audit at any time in respect of any matters associated ¢lgw . pl533Ig bgpivl oaay hijp Jilwg Lgi Yy Cig gi B G clpl cilhy Ol eliw g (&)
with these Terms and Conditions, either by the Bank’s internal or external auditor, and the ls&] Jliow dlgieq)l Dlghill gia 3l plil ,leg feli) =] gi b1 Dbl @dag dhwlg
Merchant will take all reasonable steps to comply with any such request. .Julhlloia (Jo

(d) These Terms and Conditions is independent of any other agreement the Merchant and the .elidlg Ul o pl (jg5 a6 ¢ @bl gi (e dliiwg ol5a3lg bgpivl oaa (&)
Bank may have entered into. "

(e) No Party hereto shall assign any of its rights or obligations to any third party without the U9 Ul b .:r;i Jl dilgljill gi adgi (o .ﬁ;i Je Jjll plasillg bgpidl 0aa o Wb Y jg v (2)
prior written consent of the other Party. PVl @kl (o didug dihd ddslgg

(f)  Nothing in these Terms and Conditions constitutes a fiduciary relationship between the wpgog Joc wolp (u ddile gi blpbil (w dwlpg adile J5uiy g plEsUlg bgpivl 0aa o 23gs U (2)
Parties or any relationship of employer and employee, principal and agent, or partnership .alybVl (Ju @5l pb gi J1599 J5g0 u.uxuml.c gi
between the Parties.

(g) Exceptas contemplated in these Terms and Conditions, no Party hereto has the authority bgpill 03 B BlibYI Jo Wb Y Ju  pl5olg bgpill 03 b ale (pgnio ga lo clifiw (3)
to bind the other Party in any manner. JEbil go Jaub L;U Pl ikl pljl dhlw pl5s3lg

(h) The provisions of the clauses of these Terms and Conditions in relation to Clause 1.8 (1.9 2idl) SWihellg Jugeill (1.8 2iyl) &juwl dileig)l plasUlg bgpill 0aa giy plaoi JHi (5)
(Confidentiality), Clause 1.9 (Indemnity and Liability) and Clause 1.12 (Title and Intellectual Glel lousg . plasiig bgpil 0aa clail gi ¢lail aey dyjlw (112 aiyl) &5l didlollg awylg
Property) shall survive the expiry or termination of these Terms and Conditions and in Pl jhsy Wb Lgl ady al g d)lw Sl Jhiw () Sloglegly
relation to Confidential Information, the obligations shall continue to apply unless and until
either Party notifies the other of its release from those obligations.

() Inthe event that any provision of these Terms and Conditions is deemed to be invalid, Ul dlpg due pib 6 Jgedgll G pe plasilg bgpill 02 o591 Jo 4% l:gi i 151 (3)
the legality, validity, and enforceability of the remaining provisions shall not in any way be JEbil Jo Jaub LglJ diepi gi i () duddigl plasil
affected or impaired thereby.

(j) A waiver of any provision of these Terms and Conditions is ineffective unless in writing and Jiliigl ol (jo ledgag Wha 15 131 ] plaaillg bgpill 03a plaoi (jo a5 (e Jjlil gpuw v ()
signed by the Party waiving its rights. u.ug.u:n Jc

(k)  Awaiver by either Party in respect of a breach of any provision of these Terms and Pl @kl 16 o plEo3lg bgpill 03 olasi Jo A% Lgl daiil g syl Jo gi Jil pies J (j)
Conditions by the other Party is not a waiver in respect of any other breach of any other Pl a% gV Pl Jwiil gi ge sJ]Lu
provision. i i

(1) Failure by either Party to enforce at any time any of the provisions of these Terms and .59l 13m (e Jjl ail Lle pud) Gl e plaal o &Y didg Lﬂgi GO djb LSi aaii pac (Ju)
Conditions shall not be interpreted as a waiver of such provision. . .

117 Governing Law and Jurisdiction il plaisllg Guhill colgl ggilil
These Terms and Conditions shall be governed by and construed in accordance with the laws of Gl plaidyldphdl aShel Jghug dal Lu.ug Hudig phd dlgs (uilgil pl9oilg bgpill 03a gaii
the State of Qatar, and the courts of the State of Qatar shall have exclusive jurisdiction to settle " Aajlidy Uity 36 gl .ﬁgi o Jaal
any dispute arising out thereof.

2.0 POS SERVICES Slgadl] Glhi

2.1 Scope of Services el blii Olgad
The Merchant agrees to accept the following Cards: Wl OByl Jgus e plll golg
(a) Diners Club International Card: A charge or credit card bearing the Diners Club Card logo. «0gl5 jpl> @bty jled Joai (ol sl gi olaw dslay :augl Ogls jl> dstay (i)

(b) JCB: A charge or credit card bearing the service marks and design of blue, red, and green ¢ljoog ¢ l6)j b bl U0 aupnig dgadll Oloale (Joai Jlodil dslay gl 1w adlhy 1 LW Gb sl ()
bands and issued by JCB or any bank, corporation, or other organization authorized by JCB 6L g L LW L Jo dngag i dokio gi 1w wde gi eLis 6 gi I LW G Jo §)olog clpaig

or JCBI. (gl ) W
(c) MasterCard: A charge or credit card bearing the MasterCard logo. ©3)55iwlg jlet Joai (il @8l gi >law sl :>)l5fiwle dblay (&)
(d) NAPS: A debit card bearing the NAPS logo. ol jlo i Joai (ol slhy :guwU asl (&)
(e) Himyan: A pre-paid debit card bearing the Himyan logo. (OUoa jloib Joai @oall diug and dslhy e aslhy (o)
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Visa Card: A charge or credit card bearing the Visa logo.

e

Discover Card: A charge or credit card bearing the Discover Card logo.

=

UnionPay International: A charge or credit card bearing the UnionPay logo, provided, in
each case, that a) the Card is being used within the valid date on the card, b) the first four
digits of the account number printed on the Card matches the first four digits embossed
onthe Card, c) the Card bears the signature of the person whose name is embossed on the

Card and d) the Card has not been visibly altered or amended.
Card Acceptance
(a) The Merchant shall not specify any minimum transaction amount for acceptance of Cards.

(b) The Merchant will provide goods and services purchased in a card transaction at the
Merchant’s normal price or, where a discount would be applicable for a cash sale, at such a
discounted price. The Merchant shall not levy a surcharge on the Cardholder for payments
made with a Card except if required pursuant to any applicable laws or regulations, and in
this case, any surcharge should be included in the transaction charge to which it relates

and may not be charged separately.

(c) Inaccordance with the Operating Manual and any procedural guides which may be
supplied by the Bank from time to time, the Merchant will obtain Authorization from the
Authorization Center if a Card Transaction exceeds the Floor Limit. If Authorization is
granted, the authorization code advised must be recorded on the Sales Draft or Sales
Record. Unless subsequently notified by the Bank, the Floor Limit will be established at
zero.

(d) The Merchant shallinclude all items of goods and services purchased as a single sale in

one total amount in a single Sales Draft or Sales Record, even in cases where the single

sales transaction includes more than one item. The Bank will supply the Merchant Sales

Drafts and POS rolls in the Bank’s standard form and the Merchant will only use such Sales

Drafts and POS rolls provided by the Bank.

(e) Onmaking asale at times when a POS Terminal is out of service, the Merchant will
duly complete and imprint the Sales Draft in accordance with the Bank’s standard
instructions after obtaining telephone authorization from the Bank for the amount of
the sale. Authorization will not be provided by the Bank for MasterCard Electronic, NAPS,
Visa Electron, or UnionPay International Cards, which are designated for electronic
Authorization only.

(f)  Inthe event of the return of goods or cancellation of services which comply with the
Merchant’s published refund and cancellation policy, as amended from time to time, the
Merchant will provide the Cardholder with an exchange or issue a Credit Voucher/Card
Refund for the full amount shown on the original Sales Draft or Sales Record. The Merchant
will not refuse the return of goods or the cancellation of services to the Cardholder due to
the goods or services being purchased by means of a Card.

(g) The Merchant shall maintain in good condition copies of all Sales Drafts and Sales Records,
for as long as may be required by law, but in any event for no less than 24 months from the
date of the card transaction.

(h) The Merchant must not request or use a card account number for any purpose that it knows
or should have known to be fraudulent or in violation of rules, operations, regulations,
procedures, or policies which are communicated by the Bank from time to time.

(i)  The Merchant shall not use a card or cardholder details for any purpose other than the

completion of a card transaction.

The Merchant shall not present data from a card transaction to the Bank which did not
originate as a result of a legitimate card transaction between the Cardholder and the
Merchant and pursuant to this, and in relation to VISA or Visa Electron Cards, the Merchant
shall not accept a card or complete a card transaction for the purpose of:

i Paying an existing debt between the Merchant and Cardholder unless:

(i)  The card transaction is a result of a conversion of the Merchant’s card
programme to an applicable card programme.

(i) The Merchantis agovernment agency, and the card transaction represents a
loan payment (and in such an event, the transaction amount shall not equal the
loan balance unless such payment is the final loan repayment).

ii.  Enabling the Cardholder to pay previous card charges or dishonoured cheques.

Minimum Turnover

(a) The Merchant agrees to generate the agreed minimum level of turnover during the pre-
agreed timeframe as set forth in Annexure (1). The Merchant agrees that if the minimum
level of turnover is not achieved within the stipulated timeframe, then the Bank in its
absolute discretion has the right to levy additional charges as per Annexure (1), as may be
amended by the Bank from time to time.

(b) The Bank retains the right to withdraw its POS Services at any time should the minimum
turnover targets not be achieved by the Merchant.

Payment

(a) TheBank will pay to the Merchant the value of all Card Transactions (either gross or net of

Merchant discount or setoff) made in accordance with these Terms and Conditions after

deducting all charges due to the Bank under these Terms and Conditions. Payment shall

be made by crediting the Merchant Account or by cheque or interbank transfer at intervals

to be agreed between the Merchant and the Bank. The Bank is not liable for any other card

transactions.
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Payments shall be settled in Qatari Riyals only and settlement shall be subject to
acceptance by the relevant Card Scheme. If the relevant fee has not been charged to the
Merchant Account before payment due to a technical or human error, then the Bank shall
have the right to claim such fee retrospectively and debit the Merchant Account with the
due amount at any time.

Procedures for Pre-Authorization and Delayed or Amended Charges (Hotels and Vehicle

Rentals or Leasing Agents Only)

(a) The Merchant may estimate the transaction amount for pre-authorization of Card

Transactions based on the following:

For Hotels:

i. Cardholder’s intended length of stay at check-in time.

ii. Roomrate applicable.

iii. Service charges applicable.

iv. Any taxes applicable.

For Vehicle Rental or Leasing Agents:

i. Intended rental length.

ii. Therentalrate agreed together with any applicable taxes.

iii. Mileage rates and ancillary charges.

Upon completion of the calculation of the estimated transaction amount, the Merchant

must obtain an Authorization from the Bank for the transaction and record on the Sales

Draft or Sales Record (and/or the guest folio for hotels) the date, the amount and the

approval code obtained for the transaction.

(c) If necessary, the Merchant may obtain an additional Authorization for additional amounts
(not cumulative of previous amounts) at any time on or between the Cardholder’s check-in
date and check-out date. The Merchant must record on the Sales Draft or Sales Record
(and/ or the guest folio for hotels) the date, the amount and the approval code for each
additional Authorization so obtained.

(d) Fresh Authorization is required as per the prevailing Card Scheme rules on any and all

outstanding transactions based upon the new transaction amount outstanding at the time

of the fresh Authorization. Failure to comply with this requirement could result in payments
being withheld by the Cardholders’ Bank.

(e) Afinal or additional Authorization is not necessary if the total transaction amount does not
exceed the sum of the pre-Authorized amount by more than 15 per cent.

(f)  Where submission of an amended or separate charge is made without obtaining the
Cardholder’s signature to a Sales Draft, the following is to be observed:

i.  The Cardholder must have consented in writing to be liable for such charges.
For Hotels:
In the case of guests on a visit visa, the hotel must confirm in writing to the
Cardholder the cost of the visit visa, that the cost will be charged to their Card and
that this cost will not be refundable in any circumstances.
For Vehicle Rental or Leasing Agents:
For traffic parking fines subsequently received, the signed original rental contract
made between the Merchant and the Cardholder must specify acceptance that such
funds may be charged to the Card.

ii.  Suchcharges must consist of ancillary or corrected charges which may include:
For Hotels:
Room charges, food or beverage charges, taxes, but may not consist of any charges
for loss from theft or damage.
For Vehicle Rental or Leasing Agents:
Taxes, fuel, insurance and rental fees charged in accordance with the original rental
Terms and Conditions between the Merchant and the Cardholder.

(g) The Merchant must send the Cardholder’s copy of the amended or add-on Sales Draft or

Sales Record to the Cardholder at the address shown on the guest folio or rental contract,

as applicable.

(h) Sales Drafts or Sales Records for such delayed or amended charges, may be deposited

within ninety (90) calendar days of the transaction date of the related transaction without

the Cardholder’s signature provided that the Merchant has the Cardholder’s signature on
file, and the words “SIGNATURE ON FILE” are entered on the signature panel of the Sales

Drafts or Sales Records.

Equipment

(a) The Merchant shall ensure that its staff is fully trained in properly operating the Equipment
as per the approved processes, rules, and regulations of the Bank and the applicable Card
Scheme and that only Authorized Persons operate the Equipment.

(b) TheBankis entitled to impose penalties on the Merchant for any improper use of the

Equipment.

(c) The Merchant undertakes to obtain the Equipment pursuant to these Terms and Conditions
exclusively from the Bank and shall not obtain any similar equipment from any other bank
or financial institution for the duration of these Terms and Conditions.

Installation and Maintenance

(a) TheBank shallinstall the Equipment at such places on the Merchant’s premises as the Bank

and Merchant may agree. The Merchant shall, at its own cost, make available and maintain

suitable space for installation of the POS Terminal(s), telephone lines, SIM cards, and the
necessary electrical outlets for operating the POS Terminal(s) as described in the Operating

Manual and in accordance with the Bank’s requirements.
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The Merchant shall comply with all rules, instructions, and procedures contained in
the Operating Manual, as amended by the Bank from time to time. The Merchant will
ensure that all Authorized Persons are fully conversant with the Operating Manual and
any amendments made to it by the Bank and are trained in the process of obtaining
Authorizations.

(c) The Merchant shall not install any other Equipment whatsoever for use in conjunction
with a Card Authorization, nor enter into any other agreement with any other Bank,
organization, body corporate, or person(s) to install any equipment of any sort in respect
of Authorization services for Cards.

(d) The Merchant shall ensure that all equipment remains visible to the Cardholder at the
time of payment and that the Merchant’s staff always instructs the Cardholder to enter
his/her PIN by himself/herself. Failure to adhere to the foregoing will result inimmediate
withdrawal of the service, and the incident will be reported to QCB.

(e) The Merchant shall permit the Bank or its agents to have access to the equipment during

Normal Working Hours for the purpose of maintenance, service, repair, or replacement.

(f)  The Merchant shall not move, alter, or adjust the equipment without the approval of the
Bank.

(g) Inthe event of a malfunction of a POS Terminal, the Merchant will immediately notify the
Bank at the telephone number +974 444 90344 or +974 44421274, or any other such
number as may be specified by the Bank to the Merchant from time to time.

(h) The Bank shall, upon such notification, promptly arrange for the repair or replacement of a

POS Terminal at its own expense, provided that such malfunction was not caused by, or the
result of, the misuse, abuse, or negligence of the Merchant or any of its employees, agents,
or representatives.

Use of Equipment

(a) The Merchant may use the equipment in conjunction with Cards to:
i Perform Card Transactions.

ii.  Obtain Authorization for Card Transactions.

iii. Where required to do so, allow the Cardholder to enter his/her PIN in the PIN Pad ina
secure manner.

iv.  Capture card transaction data.
v.  Transmit card transaction data.
vi. Obtain the end-of-day sales summary and accounts reconciliation.
vii. Performrefund transactions were agreed upon by the Merchant and the Bank.
VL.

(b)

Any other uses, as authorized by the Bank from time to time.

Any use of a SIM card other than for data transmission from the Merchant’s authorized
premises to the Bank shall be strictly prohibited and the Merchant shall be liable for any
unauthorized use, including but not limited to costs, claims, damages, losses, or expenses
incurred by the Bank in the event of any unauthorized use.

(c) Neither the Merchant nor its employees are permitted to use their own personal payment
cards in any POS Terminal operating in any outlet registered in the name of the said
Merchant in such a manner that they may financially benefit from such Card Transaction.
The Bank shall maintain computer records of each Card Transaction processed through a
POS Terminal. In the case of dispute, the Bank’s records shall be conclusive.

Once the transaction is completed and goods are delivered or services performed, the
Merchant will obtain the Cardholder’s signature on the Sales Record printed from a POS
Terminal at the place indicated so that the signature appears on the Sales Record. The
Cardholder’s signature should be checked by an Authorized Person against the specimen

of the Cardholder’s signature on the Card.

(e) Where a Card Transaction has been successfully completed through the Cardholder’s use
of the PIN pad, there is no requirement to obtain the Cardholder’s signature on the Sales
Record.

(f)  The Merchant shall give the Cardholder one copy of the Sales Record and shall retain the
Merchant Copy.

(g) AllCard Transactions shall be carried out in the presence of the Cardholder.

Fees

(a) TheBank shall charge the Merchant a rental fee for the services offered pursuant to these
Terms and Conditions. The rental fee is payable in arrears on a monthly basis as set out in
Annexure (1).

(b) Therental fee shall be recovered from subsequent business generated by the Merchant
and accordingly, may vary in amount or frequency, as agreed between the Bank and the
Merchant from time to time.

(d) The Bank shall have the right to charge and collect additional fees for spare/ back-up/
extra, or special POS services as referred to in Annexure (1), and such fees shall be subject
to amendment from time to time at the Bank’s sole discretion.

(e) The Bank shall have the right to collect fees at any time if such fees have not been collected
due to technical breakdown or administrative error.

(f)  The Merchant agrees to pay to the Bank all costs and expenses due and owing to the

relevant telecommunication provider associated with the use of a SIM card and related

data transmission as per Annexure (1).
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2.10 Indemnity and Liability

3.2

(a) The Merchant shall indemnify and hold the Bank harmless against all actions, proceedings,
costs, claims, demands, liabilities, losses, or expenses directly arising out of or in
connection with:

i Any failure or error in the Equipment, which is attributable, in any way, to the
improper use thereof by the Merchant, its employees, agents, or customers.

ii.  Anydamage or personalinjury (as the case may be) caused to or by the Equipment
which is attributable in any way to the acts or omissions of any of the Merchant, its
employees, agents, or customers.

The Merchant acknowledges that the equipment shall not be ‘fixed’ and accordingly there

isanincreased possibility of damaging equipment while moving it and the Merchant shall

be liable for any damage (up to the original value of each item of Equipment damaged)
caused to the Equipment on the Merchant’s premises, whether by the Merchant, its
officers, agents or employees or by external sources (including but not limited to theft,
loss, fire etc.).

The Merchant shall be fully liable for any damage, loss, replacement, or repair of the

Equipment other than where normal depreciation occurs in the ordinary course of

business.

The Merchant further undertakes to pay to the Bank all the cost of repairs necessitated by

the neglect or misconduct of the Merchant or its agents, officers, and employees.

The Bank is entitled to impose penalties on the Merchant for any improper use of the

Equipment.

The Bank is entitled to debit the Merchant Account at any time, with all costs of damage or

loss or replacement, or repair of the Equipment.

Notwithstanding any other provision in these Terms and Conditions, the Merchant shall

bear the risk of all or any damage whatsoever to any equipment, until such equipment is

delivered back to the Bank by the Merchant.

(h) Notwithstanding the fact that the equipment remains the property of the Bank, the

Merchant hereby agrees to assume all risk of loss or constructive total loss of the

equipment, whatever the cause of the loss may be and undertakes to pay to the Bank

by way of liquidated damages the residual value of the equipment, except where such

loss is attributable in any way to the negligence or willful act or omission of the Bank, its

employees or agents so lost ascertained on the basis of a straight-line depreciation rate

of 2 per cent. for each full calendar month for which the Equipment has been installed on
the business premises of the Merchant. For the purpose of these Terms and Conditions,
constructive total loss of the equipment occurs where the equipment is so damaged that
it cannot be repaired without an expenditure, which would exceed its value when the
expenditure had been incurred.

The Bank shall in no way be liable to the Merchant or to any Cardholder who is a customer

of the Merchant or to any other person for any and all losses, costs, damages, injuries or

expenses (including court costs and legal fees), whether caused directly or indirectly by the

Equipment or systems malfunction, failure of connection, or communication links.

Compensation provided in this Clause shall be paid by the Merchant to the Bank within

thirty (30) calendar days from the date on which the loss arises or repairs are effected.

The Bank makes no representation to the Merchant or any customer of the Merchant as to

the accuracy or validity of any POS authorization communicated by the Bank in connection

with these services or as to the fitness for purpose of the Equipment.

()  TheBank shall not be liable to the Merchant (whether for loss of profit or otherwise) for any

sudden breakdown, suspension, interruption, or withdrawal of the Equipment.
BUY NOW, PAY LATER INSTALLMENT PROGRAM

Scope of Services
The Merchant agrees to offer qualifying Cardholders the option to participate in the Bank’s BNPL

Program for the period set forth in Annexure (1).

Payment and Fees
(a)
(b)

The Merchant agrees to sub-vent at the rate set out in Annexure (1).

The Bank shall deduct the merchant commission set forth in Annexure (I) from the
transaction amount once submitted by the Merchant and credit the proceeds of the
merchant commission into the Merchant Account for payment.

The Merchant agrees to promote the BNPL Program as follows:

i Display BNPL Program-related marketing materials supplied by the Bank.

ii.  Promote the BNPL Program onits premises to create awareness among Cardholders.
iii.  Include reference to the BNPL Program and the Bank’s logo in its internal and external

communications to Cardholders in accordance with the Bank’s marketing guidelines.
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4
4.1

4.2

4.3

4.4

E-COMMERCE SERVICES
Scope of Services

(a) This Clause sets out the terms on which the Bank shall provide the Merchant with the
E-Payment Gateway service enabling Cardholders to pay for goods or services purchased
from the Merchant via an E-Transaction in a card absent environment using any of the
following cards:

i Visa International Credit Card.

ii.  Mastercard Credit Card.

iii. NAPS/Himiyan/Debit Card (via QPAY Payment Gateway).

iv.  Diners Club Credit Card.

v.  American Express Credit Card.

vi. Union Pay International.

vii. Any other Card that may be mutually agreed upon between the Bank and the

Merchant to be accepted in accordance with these Terms and Conditions.

There shall be a minimum e-transaction amount required for use of the service by a
Cardholder.

(c) Ifthe Bank upgrades or changes the version or type of software and/or hardware or any
other part of its system used according to these Terms and Conditions, then the Bank shall
inform the Merchant of the effective date of such change prior to implementation and shall

assist in conducting testing with the Merchant’s system.

The Merchant must obtain Authorization from the Bank for each e-transaction.

(d)
(e) The Merchant shall retain any relevant correspondence relating to an e-transaction,
including a Sales Record, for a minimum period of two years from the date of

Authorization.

The Merchant shall allow only Authorized Persons to present Confidential Information to
the Bank, which did not originate as a result of an e-transaction between the Cardholder
and the Merchant.

Rental Fee

(a) TheBank shall charge arental fee for the Merchant using the e-Payment Gateway services.
The rental fee is payable in arrears on a monthly basis as set out in Annexure (1).

(b) Therental fee shall be recovered from subsequent business generated by the Merchant (or
from the Merchant Account) and accordingly, may vary in amount or frequency, as may be
agreed between the Bank and the Merchant from time to time.

(c) TheBank shall have the right to charge and collect additional fees for spare/back-up/
extra or special e-Payment Gateway services as referred to in Annexure (1), and such fees

shall be subject to amendment from time at the Bank’s sole discretion.

(d) The Bank shall have the right to collect fees at any time if such fees have not been collected
due to technical breakdown or administrative error.

Minimum Turnover

(a) The Merchant agrees to generate the agreed minimum level of turnover during the pre-

agreed timeframe as set forth in Annexure (1). The Merchant agrees that if a minimum level
of turnover is not achieved within the stipulated timeframe, then the Bank, inits absolute
discretion, has the right to levy additional charges as per Annexure (I), as may be amended

by the Bank from time to time.

(b) The Bank retains the right to withdraw its e-Commerce Services at any time should the
minimum turnover targets not be achieved by the Merchant.

Merchant’s Website

(a) The Merchant shall provide the Cardholder with goods or services purchased in an

e-transaction at the price indicated on the Merchant’s website.
(b) The Merchant shall adequately display the following information in a prominent place on
its website relating to the sale of goods and services which may be completed ina card
absent environment:
i Provide a complete and accurate description of the goods and services offered,
including the price of such goods and services.
ii.  Provide details for customer service contact, including the telephone number and
email address.
iii. State the Merchant’s policy for:
0}
(i)
(iii) Cancellation of orders.
(iii) Refunds.
iv.  Advise the applicable payment currency.

Delivery of goods and services.
Return of goods and services.

v.  The state in which cards shall be accepted as a method of payment in e-transactions
(as set out in Clause 4.1(a) above).
vi. State that the Merchant’s country of domicile is the State of Qatar.

vii. Ensure that the Cardholder enters:

()  FullCard details, including the name inscribed on the card.

(i) Account number.

(iii) Expiry date of the card.

(iv) CVV/CVC codes - the three-digit code printed on the signature panel of the
Card.

(v) The billing address of the Cardholder is held by the issuer of the Card.

(vi) Any other details as required by the rules and regulations applying to any and all

Card Schemes acquired.
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(c) The Merchant shall display the brand mark “Verified by Visa” and “MasterCard
SecureCode”, or any other mark as specified by the Bank to inform Cardholders that they
are transacting on a secured site. Placement of brand marks on the Merchant’s website
shall be determined by the Merchant and as required by any Card Scheme.

(d) The Merchant shall prominently display the brand mark of Cards accepted pursuant to
Clause 4.1 (a) above at:

i All points of interaction that indicate that the Merchant accepts the Cards.

ii.  Whenever payment options are presented.

(e) Atall points of interaction, the Merchant must prominently display marks, images, or
identification of the Merchant so Cardholder can readily distinguish the Merchant from
any other supplier of goods and services for the e-transaction, including the goods
and services that are being purchased, as well as for related customer service, dispute

resolution, and performance of the terms and conditions of the transaction.
Service Levels
(a)
(b)

Service levels shall be as set forth in Annexure (V) to these Terms and Conditions.

The Bank shall endeavor to make the e-Payment Gateway services available to Cardholders
onaregular basis; however, the Bank cannot guarantee the availability of services during
maintenance service or system failure, or any other reason outside the Bank’s control.
Payment

(a) TheBank will pay to the Merchant the value of all E-Transactions (either gross or net of
Merchant discount or setoff) made in accordance with the terms of these Terms and
Conditions after deducting all charges due to the Bank under these Terms and Conditions.
Payment shall be made by either crediting the Merchant Account or by cheque or interbank

transfer at intervals to be agreed between the Merchant and the Bank.

The Merchant may determine the currency or currencies preferred as payment for all
E-Transactions as processed by the Bank in accordance with these Terms and Conditions.
The Merchant accepts that it shall be liable for all foreign exchange and associated fees
incurred by the Bank in effecting payments in such currency determined in accordance with
this Clause.

Payments shall be settled in Qatari Riyals only, and settlement shall be subject to
acceptance by the relevant Card Scheme. If the relevant fee has not been charged to the
Merchant Account before payment due to a technical or human error, then the Bank shall
have the right to claim such fee retrospectively and debit the Merchant Account with the
due amount at any time.

Security of Data

(a) Any system of media containing Card, Cardholder, or e-transaction information must be
stored in a secure manner by the Merchant to prevent access by or disclosure to anyone
other than Authorized Persons. Information must be destroyed when it is no longer
necessary or appropriate to retain such information and shall be destroyed in a manner
that will render the information unreadable.

(b) The Merchant shall ensure that a level of data encryption and certification is provided when
e-transaction Authorization data is transmitted to the Bank. The minimum standard shall
be 128-bit SSL data encryption for symmetric cryptographic applications. For asymmetric
cryptographic applications, the key size shall be a minimum of 1024 bits.

(c) The Parties shall not sell, purchase, provide or exchange Cardholders’ information to any

third party other than for the purpose of assisting the other Party in its business, to the

Bank, or where legally required.

(d) The Merchant may choose to accept a transaction received with SSL encryption, whether or

not the Cardholder is authenticated.

(e) Both Parties agree to take all reasonable steps to protect the other Party from the effects

of any cybersecurity attack which may result from the provision of services under these

Terms and Conditions. If either Party is the subject of a cybersecurity attack it shall notify

the other Party as soon as reasonably practicable (subject to any legal or regulatory

restrictions) and put in place all reasonable measures to protect the other Party.
Indemnity and Liability
(a) AnE-Transaction shall be deemed to be a cash transaction between the Merchant and the
Cardholder, and the Bank shall be in no way liable to either the Merchant or Cardholder in
case of any dispute arising between them.
(b) ’'The Bank shall be solely liable for any claims, liabilities, expenses, costs, losses or damages
of whatever nature incurred by the Merchant due to the gross negligence or willful
misconduct of the Bank in performing its obligations under these Terms and Conditions
or any breach or compromise of the security or integrity, or malfunction of any encryption
and identification software, any electronic code keys provided to the Merchant where such
breach or compromise can be identified as solely attributable to wrongful acts or omission
of the Bank. Save as set out in this Clause, the Bank shall have no liability to the Merchant or
any third party.
(c) TheBank shall be solely responsible and liable for set-up, maintenance, upgrades, security,
and integrity of the Bank’s computer systems, and all costs thereof and expenses incurred

inthis regard.
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CB PAYLINK SERVICES

Scope of Services

This Clause sets out the terms on which the Bank shall provide the Merchant with access

to the CB PayLink App in order to process e-transactions whereby Cardholders can pay for
goods or services purchased from the Merchant in a card absent environment using any of
the following Cards and payment options:

i Visa Credit Card.

ii.  Mastercard Credit Card.

iii. NAPS Card (via QPAY Payment Gateway).

iv.  Diners Club Credit Card.
v.  QRCode.

vi. CBPayLink.

vii. QMP.

viii. CBVPOS.

Any other Card or payment option that may be mutually agreed upon between the
Bank and the Merchant to be accepted in accordance with the terms of these Terms and

Conditions.

The Merchant shall accept the Cards and payment options set out in Clause 5.1(a) above
as avalid method of payment and undertakes that it shall not levy a surcharge on any

e-transaction to offset the cost of processing.

The Merchant undertakes to comply with and periodically review the Terms and Conditions
for CB Pay for the Merchant App available at www.cbg.qa and any amendments made
thereto from time to time.

All CB Pay for Merchant App usage is subject to the Bank’s risk management and security
review procedures.

The Merchant is liable for providing correct and accurate information. Any error resulting
from the information provided by the Merchant may result in the termination of these
Terms and Conditions.

The Bank will provide system access and will be the service provider.

The Bank reserves the right to reverse any additional amount, disputed, or erroneous
credit settled to the Merchant Account.

Completed e-transactions will be reflected in the Cardholder’s account statement. The

Bank will not be liable to provide any additional receipts to Cardholders.

Access to the CB Pay for Merchant App is secured by a PIN of 6 digits, which can be
created/reset by Admin / Supervisor / Sales Staff user levels. The Bank does not hold any
liability if a user’s PIN is lost or shared with any other party. Each user must use and process

transactions with their own user credentials.

In the event of a technical failure during the CB PayLink App payment, the Bank reserves
the right to perform the required amount reversals credited to the Merchant Account.

The Bank has the full right to dispute and to open an investigation based on dispute
requests received from Cardholders or the QCB. The Merchant shall respond timely to the
Bank’s investigation if any. The Bank has the right to take appropriate action, including
terminating these Terms and Conditions, based on the Bank’s decision in any of the
following disputes raised by Cardholders:

i. Unauthorized transaction

ii. Duplicate/Multiple processing

iii. Difference inamount

iv. Cancelled transaction
v. Paid by other means

vi. Goods/Services not received

vii. Credit not received

viii. Defective merchandise / merchandise not as described

ix. Item(s) not recognised

x. Any other dispute/investigation/ manipulation by the Merchant or other App users
All e-transactions processed through the CB PayLink App should be maintained and
documented by the Merchant. The Bank will automatically send reports of processed

e-transactions to the Merchant’s contact as referred to in Annexure (11).

5.2 Merchant User Creation

(a)

(b)

Where the CB Pay for Merchant App is linked to an enterprise or corporate account, the

Merchant may nominate Admin users to access and operate the App.

There are three levels of users in CB Pay for the Merchant App: Admin, Supervisor, and

Sales Staff.

i The admin user has the access level to identify Merchant locations (such as outlets
or branches) that can use the CB Pay for Merchant App and to create Supervisor
and Sales Staff users. Admin users are responsible for adding users, deletions, or
amending and may use CB Pay for Merchant App to make the appropriate changes.

ii.  The Supervisor user has access to create Sales Staff.

iii. Both Adminand Supervisor users are duly responsible for providing accurate and

non-misleading data while creating the Merchant locations and their respective lower

levels of users. The admin user is ultimately responsible for creating all other users

and for ensuring the accuracy of their details and activities.

The admin user nominated on behalf of the Merchant is mentioned in Annexure (I1).
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(d) The Merchant agrees to provide the Bank a copy of the QID and passport of the following:
i. The admin user nominated by the Merchant, and

ii. The Partners mentioned in the CR of the Merchant.

The Merchant shall immediately inform the Bank if the admin user has moved to another
company or changed their role within the same company and is therefore no longer
responsible for the Merchant’s e-transactions processed through the CB Pay for Merchant
App. The Merchant is duly responsible for providing the new Admin details to the Bank
through an amendment form that may be provided to the Merchant upon request.

()
Payment

(a)

The Bank has the right to block or delete users in case of any violation of this Clause 5.2.

The Bank will pay to Merchant the value of all e-transactions made in accordance with the
terms of these Terms and Conditions after deducting all charges due to the Bank under
these Terms and Conditions. Payment shall be made by crediting the Merchant Account or
by cheque or interbank transfer at intervals to be agreed between the Merchant and the
Bank.

(b) The Merchant may determine the currency or currencies preferred as payment for all
E-Transactions as processed by the Bank in accordance with these Terms and Conditions.
The Merchant accepts that it shall be liable for all foreign exchange and associated fees
incurred by the Bank in effecting payments in such currency determined in accordance with
this Clause.

(c) Payments shall be settled in Qatari Riyals only, and settlement shall be subject to
acceptance by the relevant Card Scheme. If the relevant fee has not been charged to the
Merchant Account before payment due to a technical or human error, then the Bank shall
have the right to claim such fee retrospectively and debit the Merchant Account with the

due amount at any time.

(d) The Bank shall be responsible for the set-up, maintenance, upgrades, security, and
integrity of the Bank’s computer systems, and all costs thereof and expenses incurred in
this regard.

Fees and Charges

(a) TheBank will apply a service charge to the Merchant. This service charge will be a

percentage of the transaction amount received into the Merchant Account. The minimum

transaction is to be QAR 1, and the maximum transaction is to be QAR 20,000. The service
charge percentage amount and transaction limits may be revised from time to time at the

Bank’s discretion.

(b) The service charge shall not include any current or future taxes or fees levied by any

government entity or any third party for card payments during these Terms and

Conditions. Should additional taxes or fees be levied by any government entity or any third

party, then the Bank is entitled to amend the service charge to cover such taxes and fees.

(c) TheBank shall charge arental fee for the Merchant’s use of the CB Pay for Merchant App.

The rental fee, currently payable in arrears on a monthly basis, shall be as set outlined in

the Annexure (I). The rental fee shall be recovered from subsequent business generated

by the Merchant. Notwithstanding the foregoing, the fee payable in accordance with

this Clause may vary in (i) amount, or (i) frequency, as agreed between the Bank and

the Merchant from time to time. The Bank shall have the right to charge and collect

additional fees for spare/back-up/extra or other e-Payment Gateway services as referred

to in Annexure (I). Such fees shall be subject to amendment from time at the Bank’s sole
discretion. The Bank shall have the right to collect fees at any time if such fees have not

been collected due to technical breakdown or administrative error.
Minimum Turnover
(a) The Merchant agrees to generate an agreed minimum level of turnover during a pre-
agreed timeframe. Furthermore, the Merchant agrees that if these minimum levels of
turnover are not achieved within the stipulated timeframe, then the Bank, in its absolute
discretion, has the right to levy additional charges as per the terms of these Terms and
Conditions.
(b) The Bank retains the right to withdraw the Merchant’s access to the CB Pay for Merchant

App at any time should the minimum turnover targets not be achieved by the Merchant.
Indemnity and Liability
(a) Ane-transaction shall be deemed to be a cash transaction between the Merchant and the
Cardholder, and the Bank shall be in no way liable to either the Merchant or Cardholder in
case of any dispute arising between them.
(b) The Merchant shall be solely liable for and shall indemnify and hold the Bank harmless
against damage arising from any and all acts or omissions of any of the Merchant’s officers,
agents, or employees, whether deliberate or through negligence or misconduct.
(c) The Merchant shall indemnify the Bank against any losses, damages and any related
expenses including court and legal fees resulting from any breach of any term or condition
of these Terms and Conditions.
(d)

The Bank has no responsibility in case the Merchant misuses the CB Pay for Merchant App

inany way.
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6.1

6.2

6.3

6.4

DYNAMIC CURRENCY CONVERSION SERVICES

Scope of Services

(a) The Dynamic Currency Conversion services (collectively, the “Program”) are provided by

the Bank whereby certain of Merchant’s customers (“Foreign Cardholders”), whose cards

are denominated in certain currencies (each, a “Program Currency”) other than Qatar

Riyals are permitted to present a card at Merchant’s point-of-sale and to pay for a purchase

in the currency of the Foreign Cardholder, based upon arate of exchange determined by

the Bank, while the Merchant receives settlement of the foreign transaction in Qatar Riyals

(a “Foreign Transaction”).

(b)
as mutually agreed with the Merchant from time to time via a dynamic host server which
has the capability of recognizing foreign payment cards and applying foreign currency
exchange rates in a card present environment.

(c) The Merchant acknowledges and agrees that a Foreign Transaction will be converted to

the Program Currency in which the Card is denominated based upon an exchange rate in

effect at the time of Authorization for retail transactions and that the Foreign Transaction,
as converted, will be cleared through the applicable Card Scheme, in the currency in which

the card is denominated.

The Program shall apply only to those Cards issued by the applicable Card Scheme that

approves the Program or under the brands of such other Card Scheme included within the
Program that is billed to the Foreign Cardholder in a Program Currency. The Program may
not apply to certain Foreign Transactions that are referred to the Bank for authorization or

otherwise authorized by the Merchant via telephone.

The Bank reserves the right to add, delete, or suspend any currency to or from the
Program, as the case may be, at any time without notice to the Merchant. Further, the Bank

may terminate or suspend the Program for any reason upon notice to the Merchant.

The Merchant will comply with all instructions and specifications pertaining to the Merchant’s
participation in the Program as provided by the Bank and as may be amended by the Bank
from time to time. Without limiting the foregoing, Merchant agrees to comply with the
following specific Program requirements:

i The Program will apply only to currencies approved by the Bank from time to time.
ii.  Merchant agrees that it will market the Program as may be deemed necessary by the
Bank in order to create necessary awareness to offer participation in the Program to

Foreign Cardholders.
Payment Terms
(a) As consideration for its participation in the Program, for every Foreign Transaction, the
Bank shall pay the Merchant a percentage of the Qatari Riyal transaction amount settled on
behalf of Merchant under the Program (the “DCC Rebate”) as set forth in Annexure (I). This
percentage can be amended by the Bank at its discretion from time to time.
(b) The DCC Rebate shall be denominated and paid in Qatari Riyal. Net Payment shall be made
by the end of the month of the calendar following the month in which the DCC Rebate was

earned.
Foreign Cardholder Opt-In
(a) The Merchant shall, based upon the instructions provided by the Bank from time to time,
provide Foreign Cardholders with the ability to “opt-in,” or consent to participate in the
Program.
(b) Inthe event that a particular Foreign Cardholder elects not to opt-in, the Merchant shall
process the transaction accordingly and the Bank will process that Foreign Transaction in
QatariRiyal.
(c) The Merchant agrees to make such reasonable modifications as the Bank may request to
increase the likelihood of Foreign Cardholders opting into the Program.
(d) Any foreign transaction for which the Merchant fails to provide a Foreign Cardholder with
the opt-in procedure as described herein may be subject to a chargeback.
(e) Forthe avoidance of doubt, it is the responsibility of the Merchant to obtain the consent of
its customer for payment in the customer’s currency and such consent will be evidenced by

the signature of the customer on the relevant payment receipt.
Timely Presentment of Foreign Transactions
(a) The Merchant acknowledges that the timely presentment of Foreign Transactions
is necessary for participation in the Program. For the avoidance of doubt, Foreign
Transactions must be presented within twenty-four (24) hours of the completion of the
foreign transaction. Notwithstanding the foregoing, Foreign Transactions submitted
by merchants involved in the hotel, lodging, and cruise industries must be submitted
within twenty-four (24) hours of a Foreign Cardholder’s checkout from the merchant’s

establishment.

The Merchant acknowledges that its failure to present a foreign transaction within the
specified timeframe may result in a lower transaction(s) settlement value and/or loss of
rebate for the said transactions.

(c) The Merchant agrees to submit the relevant data/values as specified by the Bank (oras
amended by the Bank from time to time) in the settlement file to the Bank. The Merchant
also agrees to provide any other data/values related to authorization/settlement as

required by the Bank from time to time.
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6.5

6.6

6.7

6.8

6.9

Settlement of Foreign Transactions
The Merchant agrees that all Foreign Transactions authorized by utilizing the Program and
submitted to the Bank for settlement will be settled in Qatari Riyals after deducting applicable

MSC rates as per Annexure (1).

Credits/Returns

(a) Unless the Merchant uses point-of-sale technology that is not capable of processing
credit-returns in the Program Currency in the manner required by the Bank, a credit
return to a Foreign Cardholder’s account, reflecting either the partial or complete return
or reimbursement of a foreign transaction, will be converted to the Program Currency
using the exchange rate applicable on the date of presentment of the credit by Merchant,
and that credit, as converted, will be cleared through the applicable Card Scheme in the
Program Currency in which the Card is denominated, and if such support is not in place,
then such credit or return transaction will be processed in Qatari Riyal, subject always to

applicable Card Scheme rules.

The Merchant acknowledges and agrees that the original amount of the credit/return will
not differ from the original settlement amount received by the Merchant for the Foreign
Transaction in Qatar Riyal and that the Cardholder may incur losses as a result of the credit/
returns due to potential variances in exchange rates applied to the underlying foreign
transaction depending on the time/day on which the debit and credit were processed,
leading to a dispute. Notwithstanding anything herein to the contrary, the Merchant
acknowledges that it will be responsible for the full amount of the credit/ returns under the
terms of these Terms and Conditions.

Chargebacks

(a) A-chargebackincurred in connection with a Foreign Transaction will be transmitted to the
Bank by the applicable Card Scheme in the Program Currency and converted by such Card
Scheme into Qatar Riyal at the Card Scheme’s designated foreign exchange rate.

(b) Given the potential variances in exchange rates applied to the underlying foreign
transaction and chargeback, the Merchant acknowledges and agrees that the original
amount of the chargeback will likely differ from the original settlement amount received by
the Merchant for the foreign transaction in Qatari Riyals and that the Merchant may incur

losses as a result of the chargeback.

(c) Notwithstanding anything herein to the contrary, the Merchant acknowledges that it will
be responsible for the full amount of the chargeback under the terms of these Terms and
Conditions.

Exclusivity

The Merchant agrees to avail the Program exclusively from the Bank for the duration of these
Terms and Conditions. In the event the Merchant decides to use any other service provider, it
shall reimburse the Bank with all rebates earned in the previous twelve (12) months under the
Program.

Accurate Use of Data Relating to Foreign Transactions

(a) The Merchant acknowledges that the accurate use of the foreign transaction amount
supplied by the Bank (via the POS Terminal or other payment technology) is necessary for
participation in the Program. For the avoidance of doubt, the Foreign Transaction amount
provided by or on behalf of the Bank in respect of each Foreign Transaction must be used
accurately and consistently by the Merchant, including, but not limited to, the Merchant’s
front office and back office and payment systems, printers, and computer software
interfaces.

The Merchant acknowledges that its failure to use this data accurately as provided by or
on behalf of the Bank may result in the Bank incurring loss and in circumstances where the
Bank has incurred an actual loss resulting from the Merchant’s failure to record the foreign
transaction amount accurately and the amount of funds settled to the Merchant may also

be reduced.

6.10 Indemnity and Liability

The Merchant agrees to indemnify the Bank for any direct or indirect losses incurred by the
Bank, including but not limited to, damages or claims from third parties that may occur for late
settlement of foreign transactions or any other lapses on the part of Merchant, including any

third party contracted by the Merchant for carrying out authorizations and settlements.

ANNEXURE (1) - VISA MERCHANT PROHIBITIONS

1

Previously disputed charges — Submitting a transaction that was previously disputed and
subsequently returned to the merchant. However, the Merchant may pursue payment from the
customer outside the Visa system.

lllegal transactions — Submitting any transaction into the payment system that is illegal or that
the Merchant knows or should have known was illegal. Transactions must be legal in both the
Cardholder’s and Merchant’s jurisdiction.

Fraudulent or unauthorized transaction — Submitting a transaction into the payment system
that the Merchant knows or should have known to be either fraudulent or not authorized by the

Cardholder.

Written cardholder information — A Merchant may not:

a.  Require a Cardholder to complete a postcard or similar device that includes any of the
following in plain view when mailed: the Cardholder’s account number, card expiration
date, signature, or any other card account data.

b. Requesta Card Verification Value 2 (CVV2) from the Cardholder for a card-present

environment transaction. EU region: Request the Card Verification Value 2 (CVV2) data on

any paper order form.
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c.  Store Card Verification Value 2 (CVV2) information subsequent to authorization.

Surcharges — Adding surcharges to transactions, unless explicitly done so in accordance with
applicable law, regulations, and Visa rules specific to the acquirer’s region.

a. U.S.orU.S. Territory: Surcharges on Visa Credit Card transactions are permitted when
carried out in accordance with the Visa Rules.

Note: Surcharges must not be confused with convenience fees, fees that are charged on an
alternative payment channel outside the Merchant’s customary payment channel.
Minimum/maximum transaction amount — U.S. or U.S. Territory: Establishing a minimum or
maximum transaction amount as a condition for honouring a Visa Card, except for a transaction
conducted with a Visa Credit Card issued in the U.S. or a U.S. Territory.

Disbursement of funds — Disbursing funds in the form of cash to a Visa Cardholder unless:

a. The merchant is participating in Visa Cashback Services, a financial institution providing
manual cash disbursement, a hotel or cruise line, as specified in the Visarules.

The Merchant is dispensing funds in the form of traveler’s cheques, Visa Travel Money
Cards, or foreign currency. In this case, the transaction amount is limited to the values of
the traveler’s cheques, Visa TravelMoney Card, or foreign currency, plus any commission or
fee charged by the merchant

c.  South Africa: This does not apply in the CEMEA Region to members in South Africa.

Traveler’s cheques — Disbursing funds in the form of travelers’ cheques, if the sole purpose is to
allow the Cardholder to make a cash purchase of goods and services from the merchant.
Transaction laundering (factoring) — Accepting a transaction that does not result from an act
between the Cardholder and the Merchant or the Cardholder and the sponsored merchant.
Payment facilitators may deposit a transaction between the Cardholder and a sponsored
Merchant of the payment facilitator, but must not deposit a transaction on behalf of another
payment facilitator.

Debt repayment — Accepting Visa cardholder payments for:

a.  Collecting or refinancing existing debt that has been deemed uncollectible by the

merchant providing the associated goods or services.

b.  Previous card charge.

c.  Atransaction that represents the collection of a dishonoured check.

Account numbers — Request or use an account number for any purpose other than as payment
forits goods or services.

Adding tax — Add any tax to transactions, unless applicable law expressly requires that a
merchant be permitted to impose a tax. Any tax amount, if allowed, must be included in the
transaction amount and not collected separately.

ANNEXURE (IV) - MASTERCARD DATA PROCESSING TERMS

1. The Parties each undertake to comply with applicable Privacy and Information Security
Requirements (i) to the extent applicable to PCI DSS, and (ii) all provisions of own written
information security policies, procedures and guidelines which are applicable to the Services
provided under the Terms and Conditions.

2. TheParties acknowledge and confirm that Personal Data will be made available to MasterCard in
relation to or in the course of performing its obligations under the these Terms and Conditions
and that for the purpose of providing the Services under the Terms and Conditions, the Bank is
instructing MasterCard and MasterCard is processing the Personal Data on behalf of the Bank
and the Merchants, including via collection, use and disclosure of Personal Data.

3. Merchant authorizes MasterCard to Process Personal Data for the following purposes (“Data
Uses”):

a)  Toprovide the Services in accordance with the Terms and Conditions, as may be amended
from time to time, including, but not limited to, processing transactions, and for any other
purposes as may be agreed by MasterCard and the Bank in writing.

b) Creation and management of profiles and accounts, accounting, auditing, billing,
reconciliation, and collection activities.

c)  Asmay be appropriate to Mastercard’s affiliates, sub-processors, staff, accountants,
auditors, or counsel.

d) Asmay be required or requested by any judicial process or governmental agency having or
claiming jurisdiction over MasterCard or Mastercard’s affiliates.

e) Forthe purpose of processing and resolving chargebacks or other disputes.

f)  Forthe purpose of managing risk exposures and protecting against or preventing actual or
potential fraud, unauthorized transactions, claims or other liability including third parties
providing these services.

g) Forproduct development and improvement purposes, and providing products or services
to the Bank or other third parties.

h)  For preparing internal reports for use by MasterCard or any of MasterCard'’s affiliates, staff,
management, and consultants for the purposes of operating, evaluating and managing
MasterCard’s business.

i) For preparing and furnishing compilations, analyses, and other reports of aggregated or
anonymised information, provided that such compilations, analyses, or other reports do
not identify the Bank and do not identify any individuals whose transactions were involved
inthe preparation of the compilation, analysis, or other report.

j) For the purpose of complying with applicable legal and regulatory requirements.

k)  For other purposes for which consent has been provided by the individual to whom the

information relates, and for other purposes as may be permitted by applicable laws.
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Merchant authorizes MasterCard to Process Personal Data in accordance with Privacy and
Information Security Requirements in locations outside of the country where the Bank or
Merchants are located and/or where the individuals to whom the Personal Data relates are
located for the purposes of Data Uses. Merchant authorizes MasterCard to use internal and

external subcontractors in the context of the Services for the purposes of Data Uses.
Merchant represents, warrants, and undertakes that:

a)  Its provision of the Personal Data to MasterCard in connection with the Services under the
Terms and Conditions and the Processing of Personal Data by MasterCard for the purpose
of the Terms and Conditions is permitted under the Privacy and Information Security
Requirements, as well as with any privacy policies or other statements or disclosures to
which such Personal Data is subject, and the terms of the Bank’s or its Merchants’ contracts

with its customers or other third parties (“All Applicable Requirements”).

b)  Theuse, analysis, and processing of the Personal Data by MasterCard for the purposes of
the Data Uses are permitted in accordance with All Applicable Requirements and that the
individuals to whom the Personal Data relates have been properly informed about the
Processing of their Personal Data for the purpose of Data Uses and have been provided

any other information as may be required under All Applicable Requirements.

c) If necessary under the Privacy and Information Security Requirements, Merchants will
ensure that they have obtained appropriate consent from individuals in accordance
with applicable Privacy and Information Security Requirements for the collection, use,
disclosure, transfer, or otherwise processing of Personal Data for the purpose of Data Uses,
including but not limited to, consent for the processing of transaction and/or financial data
including disclosures on the collection, processing, uses, and sharing practices (including
any overseas transfers) of Personal Data by the Bank or Merchants, and MasterCard as set

out in the these Terms and Conditions.

d) Inaccordance with the Privacy and Information Security Requirements and where
required, it develops and implements appropriate procedures for handling any requests
by individuals to whom the Personal Data relates for the exercise of their rights including
but not limited to, access to and/or correction of personal data maintained by the
Bank, Merchant or MasterCard. The Bank and Merchant shall be solely responsible for
responding to any requests that MasterCard may receive concerning individuals’ personal
data. MasterCard will cooperate with the Bank in responding to such requests and will
provide access to personal data maintained by MasterCard where appropriate. If an access
request is made directly to MasterCard, the Bank must cooperate with MasterCard in

promptly responding to the request.

e) Itprovides all assistance and copies of relevant documentation reasonably requested by
MasterCard in order to enable it to comply with applicable Privacy and Information Security

Requirements in relation to Mastercard’s processing of such personal data.

f)  Ittakes reasonable steps to ensure that the personal data it provides to MasterCard is
accurate, complete, and current.

g) Allofits instructions to MasterCard related to the processing of personal data on the
Bank’s or Merchants’ behalf are in accordance with All Applicable Requirements and all
applicable law.

h) Itis solely responsible for all required regulatory notifications and/or consents, and it
is solely liable for the content of any filings, communications, notices, press releases,
or reports related to any Information Security Incident involving the Bank and/or its

Merchant’s personal data.

The Parties represent that each implements and maintains a comprehensive written information
security programme, procedures and processes that comply with all applicable Privacy and
Information Security Requirements and that include technical, physical, and administrative/
organizational safeguards designed to: (i) ensure the security and confidentiality of personal
data; (ii) protect against any actual, anticipated or suspected loss of or threats to personal
data or unauthorized or unlawful processing of any personal data (the “Information Security
Incident”); (iii) protect against any actual or suspected unauthorized or unlawful processing,
loss, or acquisition of any personal data, and (iv) ensure the proper disposal of personal data.
In addition, such a programme shall include regularly testing or otherwise monitoring the
effectiveness of the safeguards. The Parties represent that each complies with all provisions of
its written information security policies, procedures, and guidelines, which the MasterCard and

the Bank have mutually agreed are applicable to the Services.

Where the Bank receives the Fraud Screening Services from MasterCard, MasterCard, and the
Bank acknowledge and agree that that personal data will be made available to MasterCard in
relation to or in the course of performing its obligations in the context of the Fraud Screening
Services, in relation to which MasterCard shall act on behalf of and under the instructions of the
Bank and its Merchants, with the exception of processing of personal data for the purpose of
building fraud models to provide the Fraud Screening Services, for which MasterCard acts as a
Controller. Inrespect of the Fraud Screening Services, in addition to the obligations, referred

to in clause 4, Merchants will, if necessary, ensure that they have obtained appropriate consent
fromindividuals in accordance with applicable Privacy and Information Security Requirements
for the collection, use, disclosure, transfer, or otherwise processing of personal data, including
but not limited to, the processing of transaction and/or financial data, the processing of special
categories of data (or equivalent, as may be defined under applicable data protection laws),
the processing for automated decision-making purposes, online monitoring activities, or the
processing of data from end users’ devices, by the Bank, its Merchants and MasterCard in the

context of Fraud Screening Services.
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8.  The Parties each acknowledge and agree that MasterCard may update these Data Processing
Terms from time to time as may be required under applicable Privacy and Information Security
Requirements and as necessary to provide the Services under the Terms and Conditions.

9. The following definitions apply in the context of this Annexure (IV):

“These Terms and Conditions” means an agreement between the Bank and MasterCard to
facilitate MasterCard Payment Gateway Services.

“Controller” means a person who (either alone or jointly or in common with other persons)
determines the purposes for which and the manner in which any personal datais or is to be
processed.

“Merchant” means a retailer that has entered into a Merchant agreement with the Bank (or,
where applicable, an affiliate of the Bank), pursuant to which such retailer is authorized to accept

certain payment methods as a means of payment for goods and services it provides to its clients.

“Personal Data” means any information relating to an identified or identifiable natural person.
Anidentifiable natural person is one who can be identified directly or indirectly, in particular

by reference to an identifier, such as a name, identification number, location data, an online
identifier, or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural, or social identity of that natural person.

“Privacy and Information Security Requirements” means all applicable: (1) international,
federal, state, provincial and local laws, rules, regulations, directives and governmental
requirements relating in any way to the privacy, confidentiality or security of Personal Data,
including, without limitation: laws regulating unsolicited email, telephone, and text message
communications; security breach notification laws; laws imposing minimum security
requirements; laws requiring the secure disposal of records containing certain personal data;
telecommunication laws; and all other similar international, federal, state, provincial, and

local requirements; (2) any other written information security requirements as may be agreed
between MasterCard and the Bank.

“Processing of personal data” (or “processing/process”) means any operation or set of
operations which is performed on personal data or sets of personal data, whether or not by
automated means, such as collection, recording, organisation, structuring, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by transmission, dissemination, or
otherwise making available, alignment or combination, restriction, erasure or destruction.

ANNEXURE (V) — SERVICE LEVEL AGREEMENT
[To be attached if applicable]
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